
Confidential and For Internal Use Only       Page 1 | 12 

Submitted By: Codec Networks Pvt Ltd 
 
 

General Testing Information 

Client Name Piramal Swasthya Management and Research Institute 

Scope Name "Sakhi" Mobile Application version 7.1.35 (Android Build) 

Testing Scope / URL Android Application 

Security Audit Dates 04th April 2024 – 07th May 2024 
 

Vulnerabilities Name 

1. Swagger API Disclosure 
2. Improper Session Management 
3. Sensitive User Information available inside Unencrypted Shared Preferences 
4. Extraneous Functionality 
5. Improper Platform Usage  

I. Debuggable 
II. ClearText Traffic 

6. Sensitive Information Data 
7. Task Switching 
8. CORS 
9. Copy Paste Buffer 
10. Lack of code obfuscation 
11. APP runs on Rooted Device 
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Proof of Concepts (POC) 

Please check vulnerability tracker as shared for reproduction step 

1. Swagger API Disclosure 
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2. Improper Session Management 

 

 

  



Confidential and For Internal Use Only       Page 4 | 12 

Submitted By: Codec Networks Pvt Ltd 
 
 

3. Sensitive User Information available inside Unencrypted Shared Preferences 
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4. Extraneous Functionality 
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5. Improper Platform Usage  
I. Debuggable 

 

II. ClearTextTraffic 
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6. Sensitive Information Data 
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7. Task Switching 
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8. CORS 
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9. Copy Paste Buffer 
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10. Lack of code obfuscation 
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11. APP runs on Rooted Device 

 


